Malicious Garbled Circuits

CS 598 DH



Today’s objectives

Review |IT MACs

Construct maliciously secure garbling



Setting General-Purpose Tools
GMW Protocol

Semi-honest Security

......... e ,.eyi MUlti_party
""9.‘,’:94, Multi-round
Malicious Security Today .
a
\ Garbled Circuit
Zero Knowledge Constant Round
Two Party
Primitives

Oblivious Transfer
Pseudorandom functions/encryption
Commitments

ORAM



-

P Q

Evaluator

Garbler

&
:
&



@ ’ .

Evaluator

— 5 -
©

Gler




- -

Garbler ~ Evaluator

8

Sazeh



- -

Garbler ~ Evaluator

8
— T



=0 -

Garbler ~ Evaluator

8
— O




e The output is 1
‘ -

Garbler ~ Evaluator

8
— O




Malicious Security (with abort)

ey _
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A protocol 11 securely realizes a functionality f in the presence of a
malicious (with abort) adversary if for every real-world adversary <A
corrupting party i, there exists an ideal-world adversary & ; (a

simulator) such that for all inputs x, y the following holds:
Realg(x, y) & Idealf;i(x, y)
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Ensemble of outputs of each party




Why can’t we simulate G?

G can encrypt each gate freely

Garbler E has no way to tell if gate it
correctly garbled

Enc(Kc(l), Enc(K?, Kg))
Enc(K), Enc(K}, K?))
Enc(K;, Enc(K?, Kg))
Enc(K;, Enc(K., Kcl))
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Why can’t we simulate G?

G can encrypt each gate freely

Garbler E has no way to tell if gate it
correctly garbled
Enc(K?, Enc(K}, K?)) Enc(K}, Enc(K}, K?))

Enc(K?, Enc(K}, K)) Enc(K}, Enc(K}, K?))
Enc(K!, Enc(K}, K?)) Enc(K,, Enc(K}, K.))
Enc(K!,Enc(K}, K})) Enc(K,, Enc(K,, K.))
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H Cut and Choose @

Evaluator
If any opened GC are
[,_] lI-formed, E aborts

Garbler
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If all opened GC are
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Evaluator

Parties evaluate
remaining GCs, and E
obtains outputs from

each GC
Now what?

Evaluator takes
majority output
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To open an incorrect value, Bob must guess u



AD@a-u,A)DBDD-u,B)=((ADB)S(adb) u,AdDB)
la-ul®[b-pul=1[(adb)-ul

IT MACs are linearly homomorphic
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Abstract

We propcse a simple anc efficient framework for obtaining afficient constant-round protocols for
maliciously secure two-party computation. Our framework uses a function-independent preprocessing
phase to generate authenticated information for the two parties: this :nformation is then used to construct
a single “authenticated” garbled circuit which is transmitted and evaluated.

We also show how to efficiently instantiate the preprocessing phase by designing a highly optimized
version of the TinyOT protocol by Nielsen et al. Our overall protacol outperformes existing work in both
the single-execution and amortized settings, with or without preprocessing:

e In the single.execution setting, cur protocol avaluates an AES circuit with malicious security in

37 ms with an online time of just 1 ms. Previous work with the best cnlire time (also 1 ms)
requires 124 ms in total; previous work with the best total time requires 52 ms (with 14 ms enlire
time).

e If we amortize the computation over 1024 executions, each AES computation requires just 6.7 ms
with roughly the same online time as above The best previous work in the amortized setting has

roughly the same tota. time but dces not support function-independent preprocessing.

Our work shows that the performance penalty for maliciously secure two-party computation (as
compared to semi-honest security) is much smaller than previously believed.

1 Introduction

Protocols for secure two-party computation (2PC) allow two parties to compute an agreed-upon function of
their inputs without revealing anything adcitional to each other. Although originally viewed as impractical,
protoco.s for generic 2PC in the semi-honest setting based on Yao’s garbled-circuit protocol [YaoRG] have
szen tremendous efiiciency mprovements over the past several years [MNPS504, HEKM11, ZRE15, KS08,
KMRI14, ALSZ13, BHKR13, PSSW(9|.

While these results are impressive, semi-honest security—which assumes that both parties follow the
protoco. henestly yet may try to learn additicnal information from the exscutior i3 clearly no: sufficient
for all applicarions. This has motivated researchers to eonstriet protocols achieving the stronger notion
of malicious security. One popular approach for designing constant-round malicicusly secure protocols is
to apply the “cut and choose’ technique [LP(7, sS11, s513, KSS12, LP11, HKE13, Linl3, Bral3, FIN14,
AMPRI14| to Yao's garbled-circuit protocol. For statistical security 277, the best approaches using this
paradigm require p garbled circuits (which is optimal); the most elicient inslan.iation of this approach, by
Wang et al [WMK17], securely evaluztes an AES circuit in 62 ms.

The cut-end-choose approach incurs significant overhead when large circuits are evaluatec precisely be-
cause p garbled circuits need to be transmitted (typically, p > 40). In order to mitigate this, recent works
have explored secure computation in an ameriized setting where the same fanction is evaluated multiple times
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Abstract. We revisiv the problem of constant-round malicious secure
two-party computat.on by cons.dering the use of simple correlalions.
namely sourras of eorrelated randomness that can be seenrely generated
with sublinear cemmurication complexity and good ccrerate afficiency.
The current siate-of-:he-art protocol of Katz et &l. [Crypro 2018 achieves
malicivus security Ly rezlizing a variant of the aulleniicated yurbling
functionality of Wang et al. (CCS 2017). Given oblivious transfer corre-
lations, the communication cost of this protocol (with 40 bits of statis-
tical sccurity) is comparable to reughly 10 garbled circuits (CCs). This
protocol inherently requires more than 2 rounds of interactiorn.
[n this work, we use other kincs of simple ccrrelaticrs to realize the
authenticated garbsing functionality with better efficiency. Concretely.
we get the following reduced coste in the random oracle medel:
Using variants of both vector oblivious linear evaluation (VOLE)
and multiplication triples (MT), we reduce the cost o 1.51 GCs.
—~ Using on'y variants of VOIE, we reduce the cost to 2 25 GCOs.
—~ Using only vanants of MT, we obtain a non-mteractive (1e., 2.
message) protocol with cost comparable to 8 CCs.
Finally, we show that by using recent constructicrs of pseudorandom
correlation generators (Bovle et al., CC3 2018, Crypto 2019, 2020, the
simnle eorrelations comsumed hy o~ pmtocols can he securaly reahzed
without forming an efficiency bottleneck.
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Authenticated Garbling

Crucial Insight: use information-theoretic
MACSs on each wire so that GC can reveal
iInternal values to E.

E can tell if a the revealed value is corrupted.

~
Encoding of x () 12 J




Authenticated Garbling

Just like classic GC, gate-by-gate evaluation in constant rounds

However, the technique prevents G from cheating
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Authenticated Garbling

Crucial Insight: add a mechanism by GC can
reveal internal values to E.
E can tell if a the revealed value is corrupted.
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Authenticated Garbling

Crucial Insight: add a mechanism by GC can
reveal internal values to E.
E can tell if a the revealed value is corrupted.

‘ |
X y
\ y
\ y
A y
. y

< y

G ~ $e R

Encodl fx

Neouing © iy} If G tries to corrupt the GC,
then E will notice z is ill-formed
with overwhelming probability

{z}
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Authenticated Garbling
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G B X 1fx=0
WX = <X {XEB (A, u,1) if x = 1>




Authenticated Garbling

X
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A S (0.1} u < (0,1}
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Authenticated Garbling

X

Authenticator

N Y

A S (0.1} u < (0,1}°

. X & {0’1}2,1+1
N p
E

X 1fx=0
G {{x}}=<X’{XEB(A//tl) 1fx—1>

t& Value part
Key part

Authentlcator part




Authenticated Garbling
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A< {0,1) u < (0,1}

X & {0,1 }2/1+1

X 1fx=0
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Secret-share of parts ey part
Authentlcator part
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Authenticated Garbling

wxg =[x A,x-p,x]

G B X if x =0
{O 1}’1 Lol = <X’{X€B(A u,l) if x = 1>

S .

u < (0,1}

t( Value part
Key part

Authentlcator part



Authenticated Garbling

Q

wxg =[x A,x-p,x]

open authenticator, value
ﬁ X U, X

X if x =0
{O 1}’1 Lol = <X’{X€B(A u,l) if x = 1>

t‘ Value part
Key part

Authentlcator part

u < (0,1}



Authenticated Garbling

Q

ix) =1Ix-A,x-u,xj r G cannot flip bit, because

G does not know u
open authenticator, value
— AUy X
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R A B

XD A,ul) ifx=1 " (fi {0,1},1

35



Authenticated Garbling

XOR gates are “free”

1 P
L B

ixh=1Ilx-Ax-uxj

O =D Ay sy @

tx@y) =1x@y) -2, xDy) - p DY) ’ E ‘
/43 (0,1}




Authenticated Garbling

L fx-y)
L B
‘ . Suppose G and E have access to a doubly @

authenticated multiplication triple
P £ Q

u < (0,1}

A 5l (0,1}~ {{a}},{{ﬁ}},{;aﬁ}}
where a, f < {0,1}
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Authenticated Garbling

v, WAl was B ax g, g

where a, / < {0,1}

(x® al
)
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where a, / < {0,1}

Authenticated Garbling

(x® al
)

{xDa)-yj

(X, XD x-A) =keyPart({x D a})
(Y, Y®y- (A pul)={y}
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Authenticated Garbling

(x® al
)

{xDa)-yj

(X, XD x-A) =keyPart({x D a})
(Y, Y®y- (A pul)={y}

Enc(X, Z)
Enc( X® A, YD Z)
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(a), (B), (- BY. (), 1) Q

where a, / < {0,1}
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{xDa)-yj

(X, XD x-A) =keyPart({x D a})
(Y, Y®y- (A pul)={y}

Enc(X, Z)
Enc X® A, YD Z)
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(X, XD xDa)-A) =keyPart({x D a})

Y, Y®y-(A,ul)) ={y} ’ ‘

Enc(X, Z) ifx@a=0 | (),1}’1
Enc X® A, YD Z) Z@Dy-(A,u,l) otherwise x® a

43



Twe Halves Maoke a Whole
Redocing Dara Transfer in Gardied Clreulis using Half Ganes

Authenticated Garbling

e Zaker, Nike Bossled, and Lard v

RNt AL CORVNAIORI
wrvrdy of Segeva [samvar saw | Prrgnia +du
Cirvgea e Dnberdr LU SO rRNS

abramb T anlhbomwm imond womnt mihms of palbed vavets v fom
ciphvorvcn. pod et gt sarves sedhad. hase lown wogoead nirdes fue
vovt The best previously kaewn machods Sor opumicng AND pacy (wo ©

et Pabm ot o ASIACRVOT NN sad YO gues drere cipheret
AOMATOY IR0 SMaaar, ALY M) we WOTOOAY . & MO INENTY S
wione weed the Bew Lrowm mathod com with Bue- NOR puten Jhrve ¢
pEnCI. RodostAcy A SCheeader. IUALY DS 10 e WOk we e Dow
o i hanaennly parble AMD paten wamg b siphaiont snd KR pies wing
a a [ ] wocpbericr s vl g ir wnle jatiod o hon ary e sibere e
, , , x , s; ke s il m ks e b e e, s AN e b s dedr g

AND s o whKA (e pary oaous e lnpet Fah bl o can be partlad
with asiglk Cplcrcig, A0 our CEpARcELE N UV Cpiericms Fr o YD
e whie heing crepn ille with bon YOR puivs The sier b e rvmting in

B0 I ERE O OVERECE THE POTHIT IV (NYPODETIC 0N W AN
e rahor hanose s in priskons ichames W eopaimant

v &evenann e

U SRTARE MICEE Irddd 10 USOAC] DOCKtehe 1 Lt (a9 1D % L Dends Ui
bop @ JIG), snd sy we up 0 J06 | cvar ervand banchmadk applicaton
We dow Bl our Comiructon 1 ootnad By & e Caa of pating shoess

s mgnsdng o s e bal gar day

Lot pn

L Ieved action
Yoo's pudiod chcal. wchnigae remulies e of the reow proesiniag and scchndy nucheal
{ }} wrlvids Tor v ame mradi paty rmputnion. The fnt inglamenision of weum 1oy

W

party conpustion (PO |36 sad Voo s Beue pabved sicut appecach and it rersies
e prirmay (bwtreeon y) parachpm fon 0w runy JMC npdanrestton dut hawe boen
domboped over o past o yoan RS B 14,20, 12) Decmac the grocration wnd

exntian of garss bl Pom advancvs ir prwecaw guad (in pasticclar baviaae

SPITIMCHYOLNEORC OOer OON! ) &S Wl Bt DN INTERAINE PV YO > vem

): ] 7 B of cerna, B Conpuston tine and cost fu gartiad clevu t pratocels b droopad
[ ) deunatically. Thas, de man bot lemeck Fu 2P0 peococeds k netwwrk dandwid h whech

a B PROONERanary dLE 10 Dy FImamesson Of faeod ges. MAYy sfumianom nan.

by ‘vomad v sodcmg B sk of L parbied dowe Uesndves (27,20, 19| axl
sducng Be ranber of crocm requised [y o 2aes of malbilecs secanny) (24,29, 22,
1% 8] Dwrwevk mésces the onvrall wore o gatiod croats by mdacmg he ameend of
ke Ot e 00 b Ganelen sl o oo g by gac
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Y.Y®y (A uD)={y} P

Enc(X, Z) ifx@a=0 | {(),1}’1
Enc( X A, YD Z) Z@y- (A, ul) otherwise x D a

No opportunity for
selective abort “
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Authenticated Garbling

Q

E input wire ® tr} =1lr-A,r-p,r]

Open authenticator part, value part

—
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Authenticated Garbling

G input wire OM’“ A, 7 p, 1]

r-A,r | Open key part, value part

r e x

—

$
O = e A, x e <= {0,1}*




Authenticated Garbling

Q

X g ~ output wire

$ G 2
A {0,1} . (Ei {0,1}/1




Authenticated Garbling

H E input wire @

\ output wire ’ ‘
({;0 1} G input wi o1y
Input wire u «— {0,1}
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Authenticated Garbling
Preprocessing Functionality

Suppose G and E have access to a doubly
authenticated multiplication triple

v, ufls wae - fy

$
H where a, < {0,1} @

\G s this an easier problem?? “ E ‘
A 3 0.1 :
<« { ’ } ,u - {O’l}/l

50



Authenticated Garbling
Preprocessing Functionality

Suppose G and E have access to a doubly
authenticated multiplication triple

v, ufls wae - fy

where a,ﬁ}; {0,1} @

G s this an easier problem? »‘ E ‘

$ 2 S
A — {O,l} Ves| U {0’1}/1

Random bits only; not dependent on inputs
Can be computed all at once; no circuit topology

51



Authenticated Garbling
Preprocessing Functionality

Suppose G and E have access to a doubly
authenticated multiplication triple

v, ufls wae - fy

H where a,ﬁ}; 10,1} @

G . Is this an easier problem? »‘$ E Q
< {0.1) u < {0,1}/
How do parties implement this??
Somewhat complicated, but basically they use cut and choose!
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Doubly authenticated multiplication triples ’ E Q

u < (0,1}

Garble



Doubly authenticated multiplication triples

Garbled Circuit l

Garble
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P e Q

A S (0.1} u < (0,1}

Garbled Circuit l
Set E’s input
Garble ‘ ’

Doubly authenticated multiplication triples
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A S (0.1} u < (0,1}

Doubly authenticated multiplication triples

_.

Garbled Circuit l

Set E’s input
Garble ‘ ’
| Set G’s input I




Doubly authenticated multiplication triples

A S (0.1} e {0,1}1

Garbled Circuit l

Set E’s input
Garble ‘ ’
| Set G’s input I

Evaluate
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Abstract

We propcse a simple anc efficient framework for obtaining officient constant-round protocols for
maliciously secure two-party computation. Our framework uses a function-independent preprocessing
phase to generate authenticated information for the two parties: this :nformation is then used to construct
a single “authenticated” garbled circuit waich is transmittec and evaluated.

We also show how to efficiently instantiate the preprocessing phase by designing a highly optimized
version of the TinyOT protocol by Nielsen et al. Our overall protacol outperforms existing work in both
the single-execution and amortized settings, with or without preprocessing:

e In the singe.execution setting, cur nrotocol avaluates an AES circuit with malicious security in
37 ms with an online time of just 1 ms. Previous work with the best cnlire time (also 1 ms)
requires 124 ms in total; previous work with the best total time requires 52 ms (with 14 ms anlire
time).

e If we amortize the computation over 1024 executions, each AES computation requires just 6.7 ms
with roughly the same online time as above The best previous work in the amortized setting has
roughly the same tota. time but dees not support function-independent preprocessing.

Our work shows that the performance penalty for maliciously secure two-party computation (as

compared to semi-honest security) is much smaller than previously believed.

1 Introduction

Protocols for secure two-party computation (2PC) allow two parties to compute an agreed-upon function of
their inputs without revealing anything adcitional to each other. Although originally viewed as impractical,
protoco.s for generic 2PC in the semi-honest setting based on Yan’s garbled-circuit protocol [YaoB6] have
szen tremendous efficiency ‘mprovements over the past several years [MNP504, HEKM11, ZRE15, KSO08,
KMR14, ALSZ13, BHKR13, PSSW(9|.

While these results are impressive, semi-honest security—which assumes that both parties follow the
protoco. honestly yet may try to learn additicnal information from the execution i3 clearly no: sufficient
for all applicarions. This has motivated researchers tn eonstriuet protocols achieving the stranger notion
of malicious security. One popular approach for designing constant-round malicicusly secure protocols is
to apply the “cut and choose’ technique [LPC7, sS11, s513, KSS12, LP11, HKEIL3, Linl3, Bral3, FIN14,
AMPRI14| to Yao's garbled-circuit protocol. For statistical security 277, the best approaches using this
paradigm require p garbled circuits (which is optimal); the most elicient instan.iation ol this approach, by
Wang et al [WMK17], securely evalustes an AES circuit in 62 ms.

The cut-end-chcose approach incurs significant overhead when large circuits are evaluatec precisely be-
cause p garbled circuits need to be transmitted (typically, p > 40). In order to mitigate this, recent works
have explored secure computation in an amoriized setting where the same fanction is evaluated multiple times

Constant round protocol secure
against malicious adversaries for
arbitrary Boolean circuits

Used doubly-authenticated
multiplication triples to allow E to check
values are well-formed, prevent G from

performing selective abort attack

Doubly-authenticated multiplication
triples can be efficiently constructed
using multiplication triples



Today’s objectives

Review |IT MACs

Construct maliciously secure garbling



